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Lab Setup Outline
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e Lesson 2: Install Vbox and Vbox Addition Package

e Lesson 3: Import Ubuntu/Fuzzing VM
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Lesson 1: Slack Channel Setup

e Use the Invite link to join the AFE slack channel

e https://join.slack.com/t/afe-blackhat/shared invite/zt-sdgejmeb-
uOOJdotXANepB~4GFH™~4|w



https://join.slack.com/t/afe-blackhat/shared_invite/zt-sdgejmeb-u00JdotXANepB~4GFH~4lw

Lesson 1: Slack Channel Setup

* Join the AFE channel either with your Gmail, Apple, or another email
account

a2 slack

Join AFE on Slack

We suggest using the email account you use for work.

l G Continue with Google l

l & Continue with Apple l




Lesson 1: Slack Channel Setup

e Once you have joined the slack channel group, you can find multiple channels
on the left panel.

= € @& app.slack.com

Apps @ Self Service | ING... @ iValidate v01.01.03 @ ING ServiceNow s » Automation Exper. HP i i HP ify Softwar...

< Slack Connect

# support v

e Use separate channels for communication

e |f you have any queries on Lab setup, connect us through the Lab setup
channel



Lesson 2: Install Vbox and Vbox Addition Package

e |nstall VirtualBox
 Install VirtualBox Addition Packages



Lesson 2: Install VirtualBox

e Download and Install VirtualBox for your OS VirtualBox 6.1.22 platform packages

e https://www.virtualbox.org/wiki/Downloads o =>Windows hosts
e =20S X hosts

e Linux distributions
e =>Solaris hosts
e =>Solaris 11 IPS hosts



https://www.virtualbox.org/wiki/Downloads

Lesson 2: Installing VirtualBox Extension Pack

e Download and install the VirtualBox VirtualBox 6.1.22 Oracle VM VirtualBox
Extentsion Pack « |=» Al supported platforms

xtension Pack

Support for USB 2.0 and USB 3.0 devices, VirtualBox RDP, disk encrypti

. o binaries are released under the VirtualBox Personal Use and Evaluation
e https://www.virtualbox.org/wiki/Downloads

Name

° DOWI’]IOBd the ”A“ support platform" f||e ¥ Oracle_VM_VirtualBox_Extension_Pack-6.1.22.vbox-extpack

Oracle VM VirtualBox Manager

(_’ \ An older version of the extension pack is already installed, would you like to
/ upgrade?

o b

D O u | e C | I C k t h I S fl I e to I m p O rt Extension packs complement the functionality of VirtualBox and can contain
system level software that could be potentially harmful to your system.
Please review the description below and only proceed if you have obtained
the extension pack from a trusted source.

e NOTE: The version number is very important, | Name: - Oracle VM VitualBoxExtension Pack
u S e t h e n ewe St Ve rS I O n ‘ g:;:erri:t‘i,:r::smm g:a.::slz(‘::)‘rdzlnfrastructure integration, USB 2.0 and

USB 3.0 Host Controller, Host Webcam, VirtualBox RDP,
PXE ROM, Disk Encryption, NVMe.

Cancel Upgrade



https://www.virtualbox.org/wiki/Downloads

Lesson 2: Wrap-up

e Installed VirtualBox
e Installed VirtualBox Extension Pack



Lesson 3: Import Ubuntu/Fuzzing VM

e Import Ubuntu/Fuzzing VM



Lesson 3: Import Ubuntu/Fuzzing VM

e Download the training VM
° httpS//d rive.g00g|e.com/fi|e/d/1AqBUVOh KM ¥ Ubuntu-Emulated-Fuzzing.ova 16 Apr 2021 at 06:00
x122fMnNe4l1Fq7j4DQLzb7/view?usp=sharing P

These are the virtual machines contained in the appliance and the suggested settings of the imported
VirtualBox machines. You can change many of the properties shown by double-clicking on the items and
disable others using the check boxes below.

e Import the file into VirtualBox by double | |

Virtual System 1

Cl i C ki n g O n th e fi I e | % Name Ubuntu-Emulated-Fuzzing 1

] Guest 0S Type Ubuntu (64-bit)
{J cpu 6
£ RAM 7503 MB
e Press the “Import” button to import | © ow
£ USB Controller

Machine Base Folder: | /Users/ux81jg/VirtualBox VMs

o

MAC Address Policy: Include only NAT network adapter MAC addresses
Additional Options: Import hard drives as VDI

Appliance is not signed

Restore Defaults Go Back Cancel


https://drive.google.com/file/d/1AqBUVohKMxI22fMnNe4l1Fq7j4DQLzb7/view?usp=sharing

Lesson 3: Import Ubuntu/Fuzzing VM

 Downloaded the VM image
e Imported the VM image into VirtualBox

™ debian
o v Saved

@, Ubuntu-Emulated-Fuzzing (Installed Ghidra and finished gemu mode) ()
, |[v Saved




Lesson 4: Installing Android Studio

e Download Android Studio
e Install Android Studio



Lesson 4: Installing Android Studio

 Download Android Studio for you Operating
System

android
e https://developer.android.com/studio studiO

Android Studio provides the fastest tools for building apps on every type of Android device.

DOWNLOAD ANDROID STUDIO

7.2 for Mac (937 MiB)

 Install according your Operating System

DOWNLOAD OPTIONS RELEASE NOTES


https://developer.android.com/studio

Lesson 4: Wrap-up

 Download Android Studio for your Operating System
 Install Android Studio



Lesson 5: Installing NDK

 Downloading and installing NDK



Lesson 5: Installing NDK

e Open Android Studio
e Click the “Configure” option
» Select SDK Manager from the options

AndroidNDK-Debug-Test
~/AndroidStud...idNDKDebugTest

Welcome to Android Studio

®

Android Studio

Version 3.5.1

=+ Start a new Android Studio project

= Open an existing Android Studio project
M Check out project from Version Control v
[#' Profile or debug APK

¥ Import project (Gradle, Eclipse ADT, etc.)

¥ Import an Android code sample

@ Events v Get Help v

anager

references
Plugins

Default Project Structure...
Run Configuration Templates for New Projects

Import Settings
Export Settings

Settings Repository...
Edit Custom Properties...
Edit Custom VM Options...

Check for Updates

P



Lesson 5: Installin

e Click on “SDK Tool” tab

e Check the “NDK” check box

e Check the “CMake” checkbox

e Press the "Ok” button to install

g NDK

e e
Q-
v Appearance & Behavior
Appearance
Menus and Toolbars
v System Settings
Passwords
HTTP Proxy
Data Sharing
Updates
Memory Settings
And! SDK
Notifications
Quick Lists
Path Variables

Keymap
» Editor
Plugins

Build, Execution, Deployment
Kotlin
» Tools

Preferences for New Projects

Appearance & Behavior > Sy Settings > Android SDK Reset
Manager for the Android SDK and Tools used by Android Studio

Android SDK Location:  /Users/ux81jg/Library/Android/sdk Edit

SDK Platforms SDK Tools SDK Update Sites

Below are the available SDK developer tools. Once installed, Android Studio will automatically
check for updates. Check "show package details" to display available versions of an SDK Tool.
| Name | Version
B Android SDK Build-Tools
s

Status
Update Available: 30.0.1
Installed
Not Installed
Installed
1 Not installed

L_J Android Auto API Simulators

] Android Auto Desktop Head Unit emulator 1.1 Not installed

B Android Emulator 30.0.0 Update Available: 30.0.12
Android SDK Command-line Tools 1.0 Installed

"] Android SDK Command-line Tools 21 Not installed

] Android SDK Command-line Tools (latest) 21 Not installed

B Android SDK Platform-Tools 29.0.6 Update Available: 30.0.3
] Google Play APK Expansion library 1 Not installed

] Google Play Instant Development SDK 1.9.0 Not installed

] Google Play Licensing Library 1 Not installed

"] Google Play services 49 Not installed

"] Google Web Driver 2 Not installed

Intel x86 Emulator Accelerator (HAXM installer) 7.5.1 Installed

[ Layout Inspector image server for API 29-30 2 Not installed

Hide Obsolete Packages [ ] Show Package Details

Cancel Apply | ﬁ‘




Lesson 5: Wrap-up

 Download Android Studio for your Operating System
 Install Android Studio



Lesson 6: Import "Vulnerable Project” in Android Studio

 Download ”"vulnerable project”
e https://drive.gsoogle.com/file/d/1V7-
JAMxH2u5cenfHxtcYfegcCul2jCsJK/view?usp=sharing

e Import project



https://drive.google.com/file/d/1V7-JAMxH2u5c6nfHxtcYfgcCuI2jCsJK/view?usp=sharing

Lesson 6: Download “Vulnerable Project”

Files

e Download the “vulnerable project”

e https://drive.google.com/file/d/1V7-
JAMxH2u5c6nfHxtcYfgcCul2jCsJK/view?usp=s
haring

Unzip the project

i

i

exploitable-android-app-m...

Name
» [ app
build.gradle
» [ Exploits
» [ gradle
gradle.properties
M gradlew
a gradlew.bat
= README.md
| settings.gradle


https://drive.google.com/file/d/1V7-JAMxH2u5c6nfHxtcYfgcCuI2jCsJK/view?usp=sharing

Lesson 6: Import "Vulnerable Project”

e Open Android Studio

e Click “Import Project”

MyNativeTest
~/AndroidStud...le-android-app

AndroidNDK:

~/AndroidStu...idNDKDebugTest

N

Android Studio

Welcome to Android Studio

-

Android Studio

Version 3.5.1

=+ Start a new Android Studio project

= Open an existing Android Studio project

H Check out project from Version Control v

[# Profile or debug APK

IIL‘ Import

project (Gradle, Eclipse ADT, etc.)

¥’ Import an Android code sample

£ Configure v Get Help v

[ exploitable-android-app ¢ I Q Search

Name Size Kind Date Added A
» | Exploits -- Folder 13 Jul 2020 at 14:02
= README.md 2KB  Markdo...ument 13 Jul 2020 at 14:02

> [ app == Folder 13 Jul 2020 at 14:02 |
build.gradle 558 bytes Document 13 Jul 2020 at 14:03
&) gradle.properties 1KB  Java pr..ties file 13 Jul 2020 at 14:03
» [ gradle --  Folder 13 Jul 2020 at 14:03
M gradlew 5KB  Unix executable 13 Jul 2020 at 14:03
= gradlew.bat 2KB  Visual...ocument 13 Jul 2020 at 14:03
settings.gradle 47 bytes  Document 13 Jul 2020 at 14:03
El local.properties 347 bytes Java pr...ties file 13 Jul 2020 at 14:03

_ MyNativeTest.iml 866 bytes Document 13 Jul 2020 at 14:19 |

Cancel




Lesson 6: Wrap-up

 Download Android Studio for your Operating System
 Install Android Studio



Lesson 7: Download and run ARM Android VM

e Download ARM Android VM
 Running the VM



Lesson 7: Download and run ARM Android VM

e Open Android Studio
e Select the newly imported project and open

e On the top choose the “No devices” and select
“Open AVD Manager”

Projects/AndroidNDKDebugTest] - .../app/src/main/cpp/native-lib.cpp [AndroidNDK-Debug-Test]
A | = TestNDK ¥ | | Nodevices v | P 5 @ 25 e

oidManifestxml | o activity_mainxml | 4| MainActivityjava < | 4 Examplelnstrume > Run on multiple devices
Open AVD Manager

> Troubleshoot device connections

PORT jstring JNICALL
 androidndk_1debug_1test_MainActivity_stringFromJINI(

anvy



Lesson 7: Download and

e Choose Pixel 3a as shown in picture

Select the Hardware we would like to run

Click next

[ JeX ) Virtual Device Configuration

run ARM Android VM

Select Hardware

Android Studio

Choose a device definition

Q- -
: : [ Pixel 3a
Category Name v | Playstore | Size | | Density
v Pixel XL 5.5" 1440x2560 560dpi
m Pixel 3a XL 6.0" 1080x2160 400dpi L2
Size: large
Ratio: long
Wear 0S Density: 440dpi
Tablet Pixel 3 XL 6.3" 1440x2960 560dpi 2220px
Pixel 3 3 5.46" 1080x2160 440dpi
Pixel 2 XL 5.99" 1440x2880 560dpi
Pixel 2 3 5.0" 1080x1920 420dpi
Pixel 3 5.0" 1080x1920 420dpi
Nexus S 4.0" 480x800 hdpi
| New Hardware Profile Import Hardware Profiles S Clone Device...

? Cancel | | Previous Finish



Lesson 7: Download and run ARM Android VM

e Select the correct image

= Nougat

= API Level 25
= Armabi-v7a
= Android 7.1.1

e C(Click “Download”
e C(Click next after download

System Image

Android Studio

Select a system image

Recommended x86 Images

Release Name
Nougat Download

Other Images

Virtual Device Configuration

Nougat

l Nougat Download

Nougat Download
Nougat Download
Nougat Download
Marshmallow Download
Marshmallow Download
Lollipop Download
Lollipop Download
Lollipop Download
Lollipop Download
KitKat Download

| _APlLevel v | ABI | Target

25 armé64-v8a Android 7.1.1 (Google APIs)
25 armeabi-v7a Android 7.1.1 (Google APIs)
24 armé64-v8a Android 7.0 (Google APIs)
24 armé64-v8a Android 7.0

24 armeabi-v7a  Android 7.0

23 armeabi-v7a Android 6.0 (Google APIs)
23 armeabi-v7a Android 6.0

22 armeabi-v7a Android 5.1 (Google APIs)
22 armeabi-v7a Android 5.1

21 armeabi-v7a Android 5.0 (Google APIs)
21 armeabi-v7a  Android 5.0

19 armeabi Android 4.4 (Google APIs)

© A system image must be selected to continue.

?

[

API Level

25

Android
7.1.1
Google Inc.

System Image

armeabi-v7a

1dation
Consider using an x86 system image on an x86
host for better emulation performance.

Questions on API level?
See the API level distribution chart

Cancel | Previous Next Finish



Lesson 7: Download and run ARM Android VM

e Running the VM is easy, click the play button in | pixel 3aAPI25 v || b = %
the ribbon .

1plelnstrumentedTest.java

e This should launch the VM

A
<

android

Do & P BOSO &

NOTE: It will take some time for the VM to boot up
and install the app

nel.js:430,

nel.js:430,




Lesson /: Wrap-up

 Download Android Studio for your Operating System
 Install Android Studio



Lesson 8: Connect to phone from Ubuntu VM

e Download the training VM
e https://drive.google.com/file/d/1AqBUVohKM

x122fMnNe4l1Fq7ij4DQLzb7/view?usp=sharing Appliance settings

These are the virtual machines contained in the appliance and the suggested settings of the imported
VirtualBox machines. You can change many of the properties shown by double-clicking on the items and
disable others using the check boxes below.

e Import the file into VirtualBox by double | — |
clicking on the file e e
{} cpu 6
# RAM 7503 MB
* Press the “Import” button to import | o

Machine Base Folder: | /Users/ux81jg/VirtualBox VMs

o

MAC Address Policy: Include only NAT network adapter MAC addresses
Additional Options: Import hard drives as VDI

Appliance is not signed

Restore Defaults Go Back Cancel


https://drive.google.com/file/d/1AqBUVohKMxI22fMnNe4l1Fq7j4DQLzb7/view?usp=sharing

Lesson 8: Connect to phone from Ubuntu VM

e Open VirtualBox
* Double click on the imported machines to run it

' debian
o v Saved

0o
1

1N Ubuntu-Emulated-Fuzzing (Installed Ghidra and finished gemu mode)
, | v Saved g =




Lesson 8: Connect to phone from Ubuntu VM

e ADB connection forward
* Android App VM Connection forward
e Android Device GDB Server forward



Lesson 8: ADB connection forward

Download SOCAT
e for Linux(Ubuntu)
e aptinstall socat

[ JON ) % ux81jg — socat « sudo — 107x36

. fO r M acC. ~—-zsh ~ — socat « sudo e ~—-zsh ot

cat -v tcp-listen:5556,fork tcp:127.0.0.1:5555

e brew install socat

e For Windows
e see next slides

Open terminal and type:
sudo socat -v tcp-listen:5556,fork tcp:127.0.0.1:5555

This will forward all ADB connection on
localhost to all interfaces on port 5556



Lesson 8: ADB connection forward for Windows

& (&) 8] sourceforge.net/projects/unix-utils/files/socat/1.7.3.2/socat-1.7.3.2-1-i686.zip/download
g )

e Download the SOCAT using below link SULRCERORGE

Open Source Software Business Software

NICKY ROMERO ©

e https://sourceforge.net/projects/unix- bkt AR
utils/files/socat/1.7.3.2/socat-1.7.3.2-1- P
i686.zip/download Unix Utils ported to Windows

Brought to you by:

e Extract the downloaded zip file

NOTE: This step is only required if you use Windows as your base machine!


https://sourceforge.net/projects/unix-utils/files/socat/1.7.3.2/socat-1.7.3.2-1-i686.zip/download

Lesson 8: ADB connection forward for Windows

- Command Prompt -
App LY Run as administrator

e Open command prompt run as administrator O o ot Command Prompt
eplace Comman rompt wi in to Start App
 Go to unzipped location and type: o eCIHREEER 1 it
e socat.exe -v tcp-listen:5556,fork tcp:127.0.0.1:5555 Tec i N =F Open d
E3  Run as administrator

Open file location

Pin to Start

¥ u &

e This will forward all ADB connection on
localhost to all interfaces on port 5556

Pin to taskbar

B Administrator: Command Prompt - socat.exe -v tcp-listen:5556,fork tcp:127.0.0.1:5555 — O X

NOTE: This step is only required if you use Windows as your base machine!



Lesson 8: ADB connection forward

e Open you VirtualBox VM

[+1 fuzzing-android@fuzzingandroid-VirtualBox: ~

e In the Ubuntu VM open a terminal

e Connectto you host adb from the VM by connected to 192.168.192.31:5556
typing the following command

:~S adb connect 192.168.192.31:5556

 “adb connect 192.168.192.31:5556”

e NOTE: Your ip address is your HOST machine
IP

fuzzing-android@fuzzingandroid-VirtualBox: ~

* Now type “adb shell” and you should be
dropped into a shell of the Android VM

fuzzing-andro

:~S adb shell




Lesson 8: Download and Upload GDBServer to device

Download the precompiled version of
GDBServer

e https://drive.google.com/file/d/19QLHCRNnMh
16AnJcmM iYQWS87xIgh9bPa/view?usp=shari

ﬂg ~ — socat « sudo ~ — bash

bash-3.2$ adb push gdbserver /data/local/tmp
gdbserver: 1 file pushed, @ skipped. 11.9 MB/s (1006532 bytes in 0.081s)

e Push the file to the device with the following beSgt 2k
command

e “adb push gdbserver /data/local/tmp”


https://drive.google.com/file/d/19QLHCRnMh16AnJcmM_iYQW87xIgh9bPa/view?usp=sharing

Lesson 8: Download and Upload GDBServer to device

e Form the connect adb VM now lets forward
the gdbserver port to our Ubuntu VM

 Type the following command

fuzzing-android@fuzzingandroid-VirtualBox: ~

o “Adb forward tcp:5045 tcp:5045”

:~$ adb forward tcp:5045 tcp:5045




Lesson 8: Download and Upload GDBServer to device

. « ” s . :~S ladb shell
* First start the app then “adb shell” into the Android e A
VM Device generic:/ # am start com.example.mynativetest/.MainActivity
“u_.n Starting: Intent { act=android.intent.action.MAIN cat=[android.intent.ca
e Type su” to become root generic:/ # I

e Start our app with the following command

* “am start com.example.mynativetest/.MainActivity”
generic:/ # cd fdata/local/tmp/
generic: /data/local/tmp # 1s
gdbserver

e Goto /data/local/tmp generic:/data/local/tmp # /chmod +x gdbserver
generic: /data/local/tmp # g

* There we have our gdbserver

e Make it executable with chmod

e “chmod +x gdbserver”

=1 fuzzing-android@fuzzingandroid-VirtualBox: ~

fuzzing-android@fuzzing.. fuzzing-android@fuzzing... fuzzing-android@fuzzing...

127 |generic:/data/local/tmp # ps | grep mynative
ud_as84 7287 5692 1727368 147968 SyS_epoll_ aaeec350 S com.example.mynativetest

e Type “ps | grep mynative” to find your process pid

=1 fuzzing-android@fuzzingandroid-VirtualBox: ~
¢ Then run gdbserver and attaCh to our PID fuzzing-android@fuzzing.. fuzzing-android@fuzzing... fuzzing-android@fuzzing...
./gdbserver. :5045 --attach PID generic:/data/local/tmp # ./gdbserver :5045 --attach 7287

Attached; pid = 7287
Listening on port 5045




Lesson 8: Download and Upload GDBServer to device

 Now open another terminal and run gdb
e In gdb run “gef-remote :5045”

[+l fuzzing-android@fuzzingandroid-VirtualBox: ~ Q =

fFuzzing-a . fFuzzing-an fFuzzing-a Fu a g fuzzing-android@...

:~$ gdb

1 Copyright (C) 2020 Free Software Foundation, Inc.
o You ShOUld See the Sa me aS the Image On the License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html>
This is free software: you are free to change and redistribute it.
. There is NO WARRANTY, to the extent permitted by law.
rlght Type "show copying" and "show warranty" for details.
This GDB was configured as "x86_64-pc-linux-gnu”.
Type "show configuration" for configuration details.
For bug reporting instructions, please see:
<https://www.gnu.org/software/gdb/bugs/>.
Find the GDB manual and other documentation resources online at:
<http://www.gnu.org/software/gdb/documentation/=>.

For help, type "help".
Type "apropos word" to search for commands related to "word".
for linux ready, type ‘gef' to start, ° ' to configure
commands loaded for GDB 10.1 using Python engine
for linux ready, type ‘gef' to start, ° ' to configure
commands loaded for GDB 10.1 using Python engine
agef-remote :5045
/system/bin/app_process32 from remote target
File transfers from remote targets can be s . Use "set sysroot" to access files locally instead.
/system/bin/app_process32 from remote target...
symbols from coo
/system/bin/.debug/app_process32 from remote target...
Jusr/local/lib/debug//system/bin/app_process32 from remote target...
Jusr/local/lib/debug/system/bin//app_process32 from remote target...
target: /usr/local/lib/debug/system/bin//app_process32 from remote target...
(No debugging symbols found in )
Reading /system/bin/linker from remote target...




Lesson 8: Forward Vulnerable App port to Ubuntu VM

Forward app listening port to Ubuntu VM local
loopback

+1 fuzzing-android@fuzzingandroid-VirtualBox: ~

« Now open another terminal and type et androide
uzZZing-androl ses
o “adb forward th:6000 thZGOOO” :~$ ladb forward tcp:6000 tcp:6000

[+ Fuzzing-android@fuzzingand

e Now connect from the Ubuntu VM to test
. ”nc 127.0.0.1 6000” fuzzing-android@...

:~$ 'nc 127.0.0.1 6000
Welcome to Damn Exploitable Android App!l




Lesson 8: Wrap Up

e Forwarded adb from host to Ubuntu VM
 Downloaded precompiled GDBServer
 Forward GDBServer port to Ubuntu VM

e Pushed GDBServer to Android VM

o Attached GDBServer to the running Application
e Forward Vulnerable App port to Ubuntu VM

e Test connection to vulnerable application



Lesson 9: Corellium Lab Setup

e Login into Corellium portals using the below link:

https://afe.enterprise.corellium.com/login

* You will be provided access through our Slack Group


https://afe.enterprise.corellium.com/login

Lesson 9: Corellium Lab Setup

* Once you logged into the Corellium portal, turn on the device

r!l CORELLIUM <Q Find Device ) DEVICES

Devices

ALL PROJECTS & DEVICES Q&

AFE 0 unuse d CPU cores, 0 unused stored device slots

No devices created yet. Ask your organization to assign some CPU cores to this project.

Default Project 6 unuse d CPU cores, 14 unused stored device slots
MODEL VERSION CREATED ON
Test STORED Android 9.0.0 Jun 24, 2021
Turn On

Delete



Lesson 9: Corellium Lab Setup

 Download ovpn file from your fuzzing VM

W CORELLIUM [ O findoevice

Test (Android | 9.0.0 | r30 userdebug | v Rooted)

CONNECT FILES

1)  SetUp VPN

al console, you must

d the VPN

s OVPN FILE

. | =

Email

corellium.ovpn

APPS

DEVICES HELP

3 |

NETWORK CORETRACE

Connect To Device

T nnect to the device with Android Debug Bridge

@ adb adb connect 10.11.1.1:5001

To attach to the Android kernel using a debug

@ kernelgdb 1ldb --one-line "gdb-remote 10.11.1.1:4

To interact with the device's serial console

@ console nc 10.11.1.1 20600

OpenGApps

&y INSTALL

ger with the gdb-remote protc



Lesson 9: Corellium Lab Setup

e Use openvpn to connect to the Corellium lab device
- sudo openvpn --config corellium.ovpn

$ sudo openvpn --config corellium.ovpn

[sudo] password for fuzzing-android:

Sat Jul 3 13:43:28 2021 OpenVPN 2.4.7 x86_64-pc-linux-gnu [SSL (OpenSSL)] [LZO] [LZ4] [EPOLL] [PKCS11] [MH/PKTINFO] [AEAD] built on Apr 27 2021
13:43:28 2021 library versions: OpenSSL 1.1.1f 31 Mar 2020, LZO 2.10

13:43:28 2021 TCP/UDP: Preserving recently used remote address: [AF_INET]18.218.250.49:16021

13:43:28 2021 UDP link local: (not bound)

Sat Jul
Sat Jul
Sat Jul
Sat Jul
Sat Jul
Sat Jul
Sat Jul
Sat Jul
Sat Jul
Sat Jul

13:43:28 2021 UDP link remote: [AF_INET]18.218.250.49:16021

13:43:29 2021 [openvpn-ee351377-19a5-44af-b01f-cbcfa®d4cca7f] Peer Connection Initiated with [AF_INET]18.218.250.49:16021
13:43:30 2021 TUN/TAP device tap® opened

13:43:30 2021 fsbin/ip link set dev tap® up mtu 1500

13:43:30 2021 fsbin/ip addr add dev tap® 10.11.3.3/22 broadcast 10.11.3.255

13:43:30 2021 WARNING: this configuration may cache passwords in memory -- use the auth-nocache option to prevent this
13:43:30 2021 Initialization Sequence Completed

Wiwwwwwwwiww



Lesson 9: Corellium Lab Setup

e To connect with the device, copy the command from the Corellium
interface

Set Up VPN Connect To Device

OpenGApps

:~$ adb connect 186.11.1.1:56001
onnected to 10.11.1.1:
:~$ adb shell

hell:/s |



Summary of Lab Setup

 Joined the training Slack Group
 Installed Virtual Box and Guest Additions
e Imported Ubuntu/Fuzzing VM

 Installed Android Studio

 Installed NDK

e Imported "Vulnerable Project” in Android Studio
 Downloaded and tested ARM Android VM

e Connected the phone from Ubuntu VM

e Lesson 9: Corellium Lab Setup



Summary of Lab Setup

e For any other questions please join the Slack group!



